Hands-On

Securing Your Web with Cisco IronPort S- BTS
%r i % Real-World Experience

Course Description

In this comprehensive two-day course containing hands-on labs, demos, and presentations, you will learn to install,
configure, operate, and maintain the S-Series web security appliances.

Students Will Learn

e Configure, administer, and troubleshoot Policy Framework, including decryption policies, routing policies,
access policies, IronPort data security policies, and data loss prevention policies

¢ Configure, administer, and troubleshoot Authentication

Configure, administer, and troubleshoot URL filtering, including predefined and custom URL categories and

time-based URL filters

Configure, administer, and troubleshoot web reputation filtering

Configure, administer, and troubleshoot the DV S anti-malwar e engine, including Webroot and M cAfee

Configure, administer, and troubleshoot HTTPS inspection

Configure, administer, and troubleshoot data security and data loss prevention

Prerequisites

Security architects and system designers
Network administrators and operations engineers
Network or security managers responsible for web security

Delivery M ethod

Instructor-Led with numerous Hands-On labs and exercises.

Equipment Requirements
(Thisapply'sto our hands-on cour ses only)
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BTS aways provides equipment to have a very successful Hands-On course. BTS also encourages al attendees to bring
their own equipment to the course. This will provide attendees the opportunity to incorporate their own gear into the labs
and gain valuable training using their specific equipment.

CourseLength

2 Days
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